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Detailed C2 Relationships (CNO Memo)
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Missions and LOOs

 Mission

 Central operational authority for networks, cryptology/SIGINT, IO, 

cyber, EW and space in support of forces afloat and ashore

 Navy Component Commander to USCYBERCOM

 Service Cryptologic Component Commander

 Lines of Operation

 Assuring Navy’s ability to Command and Control its operational forces 

in any environment 

 Achieve and sustain the ability to navigate and maneuver freely in 

cyberspace and the RF spectrum

 On command, and in coordination with Joint and Navy commanders, 

conduct operations to achieve effects in and through cyberspace



Nature of Cyber Warfare

 We operate, attack and defend on the 
same platform as the adversaries

 Threat characterization and attribution 
are challenging

 Offense and defense have similar features

 Industry drives cyberspace technology

 Public, high profile adversary successes 
will breed additional actors

 Inexpensive, anonymous and effective

 Cyber operations require a force that 
lives “on-the-network” 

 Global Cyber Common Operational Picture

 Predictive cyber threat/response capability

 Integrated NetOps, Attack, Defense, Exploit 
operations

Cellular Expansion

Internet Explosion

State, Non-State Actors and Individuals All Operate Within Cyberspace
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The Importance of “Normal”

*Source: 
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ENMS
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Cyber Core
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Cyber Core



UNCLAS // FOUOUNCLAS // FOUO

Driving Change In Cyberspace

 If we don’t have assured C2 nothing else matters, but offensive cyber 

usually seen as the priority

 The global domain and C2 relationships

 Definition and understanding of the battle space

 Implementing Inspections and assessments

 Cyber culture and training is not operationally focused

 Fragility of the infrastructure

 Delivering decision quality information to commanders
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