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ÁSome Paths to Raising Network Security

Identity Management

Footprint Reduction  / Consolidation

ÁMobility ïUn-tethering us from our Desks

ÁSome Cloudy Thoughts

ÁWorkforce ïInformation Technology 

Exchange Program

Topics for Today



Á Reduce Attack Surface

ï Rationalization of Capacity

CACI/PKI - HSPD-12, TIC, DMZ, FDCC, DAR, HBSS, etc.

Á Alignment of Efforts ïInformation Sharing

Defense Industrial Base

Supply Chain

Security Controls (NIST 800-53)

Á New Approaches

Virtualization and Movement Toward Cloud

Continuously Evolving Security

Risk Management

Á Cyber Security Investment Model

CMMI-like Model and Process

Decision Support Tool

Paths to Increased Network Security



Identity Management

Á Key To Success with Secure Information Sharing
PK Enablement (PKE) of SIPRNet - underway
Cryptographic Logon
Enterprise Access Control  
Á Automated Account Provisioning

Á Insider Threat Mitigation ïPKI enabled

ÁRole Based Access / Attribute Based Access Control

DMDC DEERS Authoritative Database for our Identity and Persona

Á SHA-256 Migration ïneed Industry adoption/help

Migrating the DoD & Component PKI 

Network  / Web Site / Application Authentication

Digital Signing / Encryption

Á Enterprise Approach to Core IdM Functions 
Critical to Secure Information Sharing Capability
Digital IdentityéCredentialingé Authorizationé Authentication



Á Reduction in DoD Footprint ïRight Size Capacity
Networks / Servers / Data Centers / Applications

Á Standardization at the Enterprise Level ïCoherent Computing 

Architecture
IT Consolidation Roadmap

Á Joint Infrastructure - Any Device / Channel 
Work, Home, iPhone, Androids, Next Generationé

Á Find People & Information ïEnterprise User

Á Cloud (whose cloud) ïSoftware & Infrastructure 
RACE, Forge.mil, Storefront ïApps Store

Á Democratization of Technology

A V ISION FOR THE FUTURE
IT Consolidation



Á Architecture (Information Enterprise Architecture)

DoD EA V1.0

Á Standards

Á Enterprise Software Initiative

Á United States Government  Configuration 

Baseline (ex: FDCC)

Á Adopting Enterprise Services

Á C&A Reciprocity ïmoving toward continuous 

monitoring

Á Consistency Across Networks

Alignment of Effort



The Mobile Worker
Any Device, Anywhere



Mobility
Á Next Generation End User Computing

Deviceséaka Wireless 

Different from Legacy End User Computing Infrastructure 

Will have a Diverse Enterprise with numerous "operating systemsò

Á Opportunity to Eliminate the Integrated OS Dependent 

Access Control and Management Infrastructure

Á Need Enterprise-wide Strategy

Develop DeviceïNeutral Apps ïtransactions from anywhere

Implement Network Access Control as a

Joint Enterprise ServiceéIndependent of Device OS

Á Apple iOS, Google Droid, Blackberry, HP Palm, Microsoft 7



NETWORK SERVICES

Public
Cloud

Private
Cloud

Community 
Cloud

Examples:
ÅSalesforce.com

ÅAmazon Web Services

ÅGoogle Apps

ÅData.GOV

Examples:
ÅDISAôs Rapid Access 

Computing 

Environment (RACE)

ÅDoD Content Delivery Network

ÅDefense Connect Online

Examples:
ÅForge.mil ïIT development 

and project management

community.

ÅC2 Community

ÅTactical Clouds (@ the 

edge)

Examples:

ÅNIPR

ÅSIPR

ÅJWCIS

ÅMobile

DoD Cloud 



DoD Cloud Challenges
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Content

Management

Strategy

Security

Framework C2C

Interoperability

Desktop

Migration

Strategy
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Expectations

& Scale
Legacy

App Strategy
CC Maturity

Assessment ï

Resolve Vendor Lock

Policy,  

Governance

& Standards

The Core Eighté.


